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Praise for the Second Edition

“This book is a solid and comprehensive overview of the cloud concepts and the real
mechanics of how the cloud works. It does a nice job of not only explaining cloud
function and architecture but the business impact. It’s a great foundation for creating
a cloud roadmap.”

—]Jo Peterson, VP Cloud and Security, Clarify360

“The book provides a comprehensive and well-researched guide to cloud computing. It
covers a wide range of topics, from the basics of cloud computing to advanced archi-
tectural considerations. The book is written in a clear and concise style and is packed
with valuable information and Case Studies. I highly recommend this book to anyone
who wants to learn more about cloud computing.”

—Jorge Blanco, Managing Director, Corporate Reinvention and Education Director, Glumin

“With its comprehensive insights and vendor-neutral approach, this book truly shines
as a beacon of knowledge in the complex world of cloud computing. The author’s
emphasis on informed decision-making and alignment with business objectives sets
the stage for success in adopting this transformative technology. By navigating the
dangers and challenges, the book empowers readers to make strategic choices, safe-
guarding their organizations from potential pitfalls. From fundamental concepts
to practical considerations, each chapter provides a roadmap for unlocking the full
potential of cloud computing. With its invaluable case studies, architectural insights,
and focus on service quality metrics and SLAs, this book is an indispensable resource
for anyone seeking to harness the power of the cloud. It serves as a cornerstone in the
Cloud Certified Professional program, providing a solid foundation for further explo-
ration in this dynamic field. A must-have for every forward-thinking professional.”

—Valther Galvin, Chief Information Security Officer

“This is the most complete book on cloud computing concepts available. It starts with a
solid foundation and builds from there. The case studies complement the content and
illustrate the possibilities and difficulties.”

—Emmett Dulaney, University Professor and Author



Praise for the First Edition

(Affiliations were current when the first edition was released, but may have changed.)

“Cloud computing, more than most disciplines in IT, suffers from too much talk and not
enough practice. Thomas Erl has written a timely book that condenses the theory and
buttresses it with real-world examples that demystify this important technology. An
important guidebook for your journey into the cloud.”

—Scott Morrison, Chief Technology Officer, Layer 7 Technologies

“An excellent, extremely well-written, lucid book that provides a comprehensive pic-
ture of cloud computing, covering multiple dimensions of the subject. The case studies
presented in the book provide a real-world, practical perspective on leveraging cloud
computing in an organization. The book covers a wide range of topics, from technol-
ogy aspects to the business value provided by cloud computing. This is the best, most
comprehensive book on the subject—a must-read for any cloud computing practitioner
or anyone who wants to get an in-depth picture of cloud computing concepts and prac-
tical implementation.”

—Suzanne D’Souza, SOA/BPM Practice Lead, KBACE Technologies

“This is a great book on the topic of cloud computing. It is impressive how the content
spans from taxonomy, technology, and architectural concepts to important business
considerations for cloud adoption. It really does provide a holistic view to this technol-
ogy paradigm.”

—XKapil Bakshi, Architecture and Strategy, Cisco Systems Inc.

“Thave read every book written by Thomas Erl and Cloud Computing is another excellent
publication and demonstration of Thomas Erl’s rare ability to take the most complex
topics and provide critical core concepts and technical information in a logical and
understandable way.”

—Melanie A. Allison, Principal, Healthcare Technology Practice,
Integrated Consulting Services



“Companies looking to migrate applications or infrastructure to the cloud are often
misled by buzzwords and industry hype. This work cuts through the hype and pro-
vides a detailed look, from investigation to contract to implementation to termination,
at what it takes for an organization to engage with cloud service providers. This book
really lays out the benefits and struggles with getting a company to an IaaS, PaaS, or
Saa$ solution.”

—Kevin Davis, Ph.D., Solutions Architect

“Thomas, in his own distinct and erudite style, provides a comprehensive and a defini-
tive book on cloud computing. Just like his previous masterpiece, Service-Oriented
Architecture: Concepts, Technology, and Design, this book is sure to engage CxOs, cloud
architects, and the developer community involved in delivering software assets on
the cloud. Thomas and his authoring team have taken great pains in providing great
clarity and detail in documenting cloud architectures, cloud delivery models, cloud
governance, and economics of cloud, without forgetting to explain the core of cloud
computing that revolves around Internet architecture and virtualization. As a reviewer
for this outstanding book, I must admit I have learned quite a lot while reviewing the
material. A ‘must have’ book that should adorn everybody’s desk!”

—Vijay Srinivasan, Chief Architect - Technology, Cognizant Technology Solutions

“This book provides comprehensive and descriptive vendor-neutral coverage of cloud
computing technology, from both technical and business aspects. It provides a deep-
down analysis of cloud architectures and mechanisms that capture the real-world
moving parts of cloud platforms. Business aspects are elaborated on to give readers a
broader perspective on choosing and defining basic cloud computing business models.
Thomas Erl’s Cloud Computing: Concepts, Technology & Architecture is an excellent source
of knowledge of fundamental and in-depth coverage of cloud computing.”

—Masykur Marhendra Sukmanegara, Communication Media & Technology,
Consulting Workforce Accenture

“The richness and depth of the topics discussed are incredibly impressive. The depth
and breadth of the subject matter are such that a reader could become an expert in a
short amount of time.”

—/Jamie Ryan, Solutions Architect, Layer 7 Technologies



“Demystification, rationalization, and structuring of implementation approaches have
always been strong parts in each and every one of Thomas Erl’s books. This book is no
exception. It provides the definitive, essential coverage of cloud computing and, most
importantly, presents this content in a very comprehensive manner. Best of all, this
book follows the conventions of the previous service technology series titles, making it
read like a natural extension of the library. I strongly believe that this will be another
bestseller from one of the top-selling IT authors of the past decade.”

—Sergey Popov, Senior Enterprise Architect SOA/Security, Liberty Global International

“A must-read for anyone involved in cloud design and decision making! This insightful
book provides in-depth, objective, vendor-neutral coverage of cloud computing con-
cepts, architecture models, and technologies. It will prove very valuable to anyone who
needs to gain a solid understanding of how cloud environments work and how to
design and migrate solutions to clouds.”

—Gijs in 't Veld, Chief Architect, Motion10

“A reference book covering a wide range of aspects related to cloud providers and cloud
consumers. If you would like to provide or consume a cloud service and need to know
how, this is your book. The book has a clear structure to facilitate a good understand-
ing of the various concepts of cloud.”

—Roger Stoffers, Solution Architect

“Cloud computing has been around for a few years, yet there is still a lot of confusion
around the term and what it can bring to developers and deployers alike. This book
is a great way of finding out what’s behind the cloud, and not in an abstract or high-
level manner: It dives into all of the details that you'd need to know in order to plan
for developing applications on cloud and what to look for when using applications or
services hosted on a cloud. There are very few books that manage to capture this level
of detail about the evolving cloud paradigm as this one does. It’s a must for architects
and developers alike.”

—Dr. Mark Little, Vice President, Red Hat



“This book provides a comprehensive exploration of the concepts and mechanics behind
clouds. It’s written for anyone interested in delving into the details of how cloud envi-
ronments function, how they are architected, and how they can impact business. This
is the book for any organization seriously considering adopting cloud computing. It
will pave the way to establishing your cloud computing roadmap.”

—Damian Maschek, SOA Architect, Deutsche Bahn

113

One of the best books on cloud computing I have ever read. It is complete yet vendor
technology neutral and successfully explains the major concepts in a well-structured
and disciplined way. It goes through all the definitions and provides many hints for
organizations or professionals who are approaching and/or assessing cloud solutions.
This book gives a complete list of topics playing fundamental roles in the cloud com-
puting discipline. It goes through a full list of definitions very clearly stated. Diagrams
are simple to understand and self-contained. Readers with different skill sets, exper-
tise, and backgrounds will be able to understand the concepts seamlessly.”

—Antonio Bruno, Infrastructure and Estate Manager, UBS AG

113

Cloud Computing: Concepts, Technology & Architecture is a comprehensive book that
focuses on what cloud computing is really all about.... This book will become the foun-
dation on which many organizations will build successful cloud adoption projects. It is
a must-read reference for both IT infrastructure and application architects interested in
cloud computing or involved in cloud adoption projects. It contains extremely useful
and comprehensive information for those who need to build cloud-based architectures
or need to explain it to customers thinking about adopting cloud computing technol-
ogy in their organization.”

—Johan Kumps, SOA Architect, RealDolmen

¢

This book defines the basic terminology and patterns for the topic—a useful refer-
ence for the cloud practitioner. Concepts from multitenancy to hypervisor are pre-
sented in a succinct and clear manner. The underlying case studies provide wonderful
real-worldness.”

—Dr. Thomas Rischbeck, Principal Architect, ipt



“The book provides a good foundation to cloud services and issues in cloud service
design. Chapters highlight key issues that need to be considered in learning how to
think in cloud technology terms; this is highly important in today’s business and tech-
nology environments where cloud computing plays a central role in connecting user
services with virtualized resources and applications.”

—Mark Skilton, Director, Office of Strategy and Technology,
Global Infrastructure Services, Capgemini

“The book is well organized and covers basic concepts, technologies, and business mod-
els about cloud computing. It defines and explains a comprehensive list of terminolo-
gies and glossaries about cloud computing so cloud computing experts can speak and
communicate with the same set of standardized language. The book is easy to under-
stand and consistent with early published books from Thomas Erl.... It is a must-read
for both beginners and experienced professionals.”

—Jian “Jeff” Zhong, Chief Technology Officer (Acting) and
Chief Architect for SOA and Cloud Computing, Futrend Technology Inc.

“Students of the related specialties can fulfill their educational process with very eas-
ily understood materials that are broadly illustrated and clearly described. Professors
of different disciplines, from business analysis to IT implementation—even legal and
financial monitoring—can use the book as an on-table lecturing manual. IT specialists
of all ranks and fields of application will find the book as a practical and useful sup-
port for sketching solutions unbound to any particular vendor or brand.”

—Alexander Gromoff, Director of Science & Education,
Center of Information Control Technologies, Chairman of BPM Chair in Business
Informatics Department, National Research University “Higher School of Economics”

“Cloud Computing: Concepts, Technology & Architecture is a comprehensive compendium
of all the relevant information about the transformative cloud technology. Erl’s latest
title concisely and clearly illustrates the origins and positioning of the cloud paradigm
as the next-generation computing model. All the chapters are carefully written and
arranged in an easy-to-understand manner. This book will be immeasurably beneficial
for business and IT professionals. It is set to shake up and help organize the world of
cloud computing.”

—Pethuru Raj, Ph.D., Enterprise Architecture Consultant, Wipro
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Pearson’s Commitment to Diversity, Equity, and Inclusion

Pearson is dedicated to creating bias-free content that reflects the diversity of
all learners. We embrace the many dimensions of diversity, including but not
limited to race, ethnicity, gender, socioeconomic status, ability, age, sexual ori-
entation, and religious or political beliefs.

Education is a powerful force for equity and change in our world. It has the
potential to deliver opportunities that improve lives and enable economic
mobility. As we work with authors to create content for every product and ser-
vice, we acknowledge our responsibility to demonstrate inclusivity and incor-
porate diverse scholarship so that everyone can achieve their potential through
learning. As the world’s leading learning company, we have a duty to help
drive change and live up to our purpose to help more people create a better life
for themselves and to create a better world.

Our ambition is to purposefully contribute to a world where:

e Everyone has an equitable and lifelong opportunity to succeed through
learning.

¢ Our educational products and services are inclusive and represent the
rich diversity of learners.

* Our educational content accurately reflects the histories and experiences
of the learners we serve.

® Our educational content prompts deeper discussions with learners and
motivates them to expand their own learning (and worldview).

While we work hard to present unbiased content, we want to hear from you
about any concerns or needs with this Pearson product so that we can investi-
gate and address them.

Please contact us with concerns about any potential bias at
https://www.pearson.com/report-bias.html.
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Foreword

by David S. Linthicum

Finally, an owner’s manual for cloud computing.

Most enterprises got cloud computing wrong. Not “Going out of business” wrong, but
the majority ended up with under-optimized cloud-based systems that failed to return
the value stakeholders expected.

What happened? Most people blame over-hyped technology, “cloud washing,” and
faster-than-needed movement to cloud-based platforms. The honest answer is that
there were and still are not enough qualified cloud computing solutions designers and
builders to go around. Even the cloud salespeople started with too little cloud expertise
to adequately advise their clients.

It’s hard to gain experience and qualifications with a complex new technology that
requires a mostly custom solution for every implementation, especially when the cloud
“pioneers” are in such high demand that they rarely have time to teach others their
skills.

For far too long we’ve worked off the assumption that if something works, it’s also opti-
mized. The unoptimized result in a cloud deployment is a solution that removes value
from the business over time. Keep replicating these mistakes and you will soon enjoy a
negative value from the use of cloud computing.

Back in 2008 and 2009, when cloud computing hype first arose in the fast-moving tech-
nology market, promises of 10-fold cloud ROIs were common. Instead of getting $10
back on every dollar invested, most enterprises only return about $0.50 back on each
dollar invested.

Think of the problem this way: Flying from LA to New York on a budget carrier in
coach class will cost about 1% of the fare on a private jet. Both planes will get you from
Point A to Point B, but too many enterprise clouds are chartered jets. As with flight
costs, many happy medium choices are available in cloud computing that will result
in a satisfactory compromise between efficiency and costs. This compromise requires
understanding the data, security, governance, and required application behaviors that
need to be addressed with a carefully configured cloud computing architecture and
enabling technology that creates a fully optimized solution pattern.



xI Foreword

The Missing Manual

What we have is an education problem rather than a technology problem. Most enter-
prises faked their way through their initial cloud implementations using bits and pieces
of what they understood from more traditional technology platforms. There are too
many vastly reaching assumptions about the capabilities of the emerging cloud com-
puting technology.

Of course, no single source can provide all the knowledge of what “the cloud” is and
does. This book stands out as a source of practical knowledge that offers a comprehen-
sive understanding of cloud technology and how it can be effectively utilized to solve
most business problems using standard and advanced cloud architecture concepts. Bet-
ter put, this book provides you with the knowledge needed to find the value of cloud
computing that was initially promised.

Like most good owner’s manuals, this book includes the basics that serve as a “quick
start” guide as well as advice to successfully leverage cloud mechanisms. Erl then delves
into advanced concepts that can only be learned through experience. The basics will get
you through a cloud job interview. Erl’s discussions on advanced concepts surpass what
most of us in the cloud architecture field have currently considered.

What I find most engaging is that Erl does not focus on specific technology brands,
understanding that those technologies will quickly evolve. Good solutions begin as a
concept. Unfortunately, we often misunderstand what those solutions should do or be
by inserting specific branded technology too early in the process. This is especially true
when designing and building cloud computing solutions. Erl leaves brands out of the
discussion, making the concepts in this book much more useful and applicable across
different technologies and through the evolution of technologies over time.

With the heart of a teacher, Erl puts what others understand into a useful aggregation
of that knowledge. Read this book to educate yourself on cloud computing concepts,
designs, architecture, and other advanced concepts in a structure that builds upon
other concepts in logical ways. The information imparted will make sense to those who
are in the early days of their cloud journey, as well as to those who are more advanced.
This is a manual that’s useful to all levels and for all needs. It’s a reference you will
return to many times in your own cloud computing journey to ensure you're doing
things correctly.
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Finally, Find the Value of Cloud Computing

I suspect that most of you are here because you've seen cloud computing underwhelm
your business and you are wondering how to fix it. This is the only well-structured and
complete manual you’ll need to figure out how you can get cloud computing right. Turn
the concepts presented in this book into optimized solutions that maximize the value
returned to the business.

This book is about making the right choices, understanding why those choices are
made, and determining the best choices for the business. If there is a user manual for
cloud computing, both advanced and basic concepts, this is it.

It will help you better understand the correct application of any technology and its
usefulness in solving your problems. Indeed, avoiding going down many of the “rabbit
holes” that can either waste time, or more likely lead you to the wrong decisions.
Happy computing.

David S. Linthicum
Author, Speaker, Educator, and Consultant
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loud-based IT resources need to be set up, configured, maintained, and monitored.

The systems covered in this chapter are mechanisms that encompass and enable
these types of management tasks. They form key parts of cloud technology architec-
tures by facilitating the control and evolution of the IT resources that form cloud plat-
forms and solutions.

The following management-related mechanisms are described in this chapter:
¢ Remote Administration System
® Resource Management System
¢ SLA Management System
¢ Billing Management System

These systems typically provide integrated APIs and can be offered as individual prod-
ucts, custom applications, or combined into various product suites or multifunction
applications.

12.1 Remote Administration System

The remote administration system mechanism (Fig-

ure 12.1) provides tools and user interfaces for exter- |=———
nal cloud resource administrators to configure and —
administer cloud-based IT resources. remote administration
system
A remote administration system can establish a portal
Figure 12.1

for access to administration and management features
The symbol used in this book for the

remote administration system. The
management, SLA management, and billing manage-  displayed user interface will typically be

ment systems described in this chapter (Figure 12.2).  labeled toindicate a specific type of portal.

of various underlying systems, including the resource
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resource
E—— management
system

remote SLA
administraton ——> management
system system

billing
—_— management
system

Figure 12.2

The remote administration system abstracts underlying management systems to expose
and centralize administration controls to external cloud resource administrators. The system
provides a customizable user console, while programmatically interfacing with underlying
management systems via their APIs.

The tools and APIs provided by a remote administration system are generally used by
the cloud provider to develop and customize online portals that provide cloud consum-

ers with a variety of administrative controls.

The following are the two primary types of portals that are created with the remote

administration system:

* Usage and Administration Portal — A general-purpose portal that cen- —
tralizes management controls to different cloud-based IT resources E—
and can further provide IT resource usage reports. This portal is part !
of numerous cloud technology architectures covered in Chapters 13~ jsageand
to 15. portal

e Self-Service Portal — This is essentially a shopping portal that allows =

——

cloud consumers to search an up-to-date list of cloud services and IT S —
resources that are available from a cloud provider (usually for lease).

The cloud consumer submits its chosen items to the cloud provider Selggﬁzice
for provisioning. This portal is primarily associated with the rapid

provisioning architecture described in Chapter 14.
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Figure 12.3 illustrates a scenario involving a remote administration system and both the

usage and administration and self-service portals.

usage and
administration
portal
=] - >
——
(2) — ->(4)
&/ — =
= _- - >
E— - V'S
self-service
cloud resource portal cloud remote
administrator — service administration
system

usage and
administration
portal

Figure 12.3

A cloud resource administrator uses the usage and administration portal to configure an already leased virtual server (not
shown) to prepare it for hosting (1). The cloud resource administrator then uses the self-service portal to select and request
the provisioning of a new cloud service (2). The cloud resource administrator then accesses the usage and administration
portal again to configure the newly provisioned cloud service that is hosted on the virtual server (3). Throughout these steps,
the remote administration system interacts with the necessary management systems to perform the requested actions (4).

Depending on:
e the type of cloud product or cloud delivery model the cloud consumer is leasing
or using from the cloud provider,
¢ the level of access control granted by the cloud provider to the cloud consumer,
and
¢ which underlying management systems the remote administration system inter-

faces with,
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...the following tasks can commonly be performed by cloud consumers via a remote
administration console:

e configuring and setting up cloud services

¢ provisioning and releasing IT resource for on-demand cloud services

* monitoring cloud service status, usage, and performance

e monitoring QoS and SLA fulfillment

* managing leasing costs and usage fees

* managing user accounts, security credentials, authorization, and access control
e tracking internal and external access to leased services

¢ planning and assessing IT resource provisioning

® capacity planning

While the user interface provided by the remote administration system will tend to be
proprietary to the cloud provider, there is a preference among cloud consumers to work
with remote administration systems that offer standardized APIs. This allows a cloud
consumer to invest in the creation of its own front-end with the foreknowledge that
it can reuse this console if it decides to move to another cloud provider that supports
the same standardized API. Additionally, the cloud consumer would be able to further
leverage standardized APIs if it is interested in leasing and centrally administering IT
resources from multiple cloud providers and/or IT resources residing in cloud and on-
premises environments (Figure 12.4).
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Figure 12.4

Standardized APIs published by remote administration systems from different clouds enable a cloud consumer to develop a
custom portal that centralizes a single IT resource management portal for both cloud-based and on-premises IT resources.
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CASE STUDY EXAMPLE

DTGOV has been offering its cloud consumers a user-friendly remote administra-
tion system for some time and recently determined that upgrades are required to
accommodate the growing number of cloud consumers and the increasing diversity
of requests. DTGOV is planning a development project to extend the remote admin-
istration system to fulfill the following requirements:

* Cloud consumers need to be able to self-provision virtual servers and virtual
storage devices. The system specifically needs to interoperate with the cloud-
enabled VIM platform’s proprietary API to enable self-provisioning capabilities.

¢ A single sign-on mechanism (described in Chapter 10) needs to be incorporated
to centrally authorize and control cloud consumer access.

* An API that supports the provisioning, starting, stopping, releasing, up—down
scaling, and replicating of commands for virtual servers and cloud storage
devices needs to be exposed.

In support of these features, a self-service portal is developed and the feature set of
DTGOV’s existing usage and administration portal is extended.

12.2 Resource Management System

The resource management system mechanism helps coordinate IT resources in response to
management actions performed by both cloud consumers and cloud providers (Figure
12.5). Core to this system is the virtual infrastructure manager (VIM) that coordinates
the server hardware so that virtual server instances can be created from the most expe-
dient underlying physical server. A VIM is a commercial product that can be used to
manage a range of virtual IT resources across multiple physical servers. For example, a
VIM can create and manage multiple instances of a hypervisor across different physical
servers or allocate a virtual server on one physical server to another (or to a resource
pool).
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Figure 12.5

A resource management system encompassing a VIM
platform and a virtual machine image repository. The VIM
may have additional repositories, including one dedicated
to storing operational data.

Chapter 12: Cloud Management Mechanisms

resource
management
system

VIM

VM image
repository

Tasks that are typically automated and implemented through the resource management

system include:

* managing virtual IT resource templates that are used to create prebuilt instances,
ging virtual IT templates that dt te prebuilt inst

such as virtual server images

e allocating and releasing virtual IT resources into the available physical infrastruc-

ture in response to the starting, pausing, resuming, and termination of virtual IT

resource instances

e coordinating IT resources in relation to the involvement of other mechanisms,

such as resource replication, load balancer, and failover system

¢ enforcing usage and security policies throughout the lifecycle of cloud service

instances

* monitoring operational conditions of IT resources

Resource management system functions can be accessed by cloud resource administra-

tors employed by the cloud provider or cloud consumer. Those working on behalf of a

cloud provider will often be able to directly access the resource management system’s

native console.

Resource management systems typically expose APIs that allow cloud providers to

build remote administration system portals that can be customized to selectively offer

resource management controls to external cloud resource administrators acting on

behalf of cloud consumer organizations via usage and administration portals.

Both forms of access are depicted in Figure 12.6.
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Figure 12.6

The cloud consumer’s cloud resource administrator accesses a usage and administration portal externally to administer a
leased IT resource (1). The cloud provider’s cloud resource administrator uses the native user interface provided by the VIM to
perform internal resource management tasks (2).

CASE STUDY EXAMPLE

The DTGOV resource management system is an extension of a new VIM product it
purchased and provides the following primary features:

* management of virtual IT resources with a flexible allocation of pooled IT
resources across different data centers

* management of cloud consumer databases
e isolation of virtual IT resources at logical perimeter networks

* management of a template virtual server image inventory available for immedi-

ate instantiation
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Custom-designed SNMP command scripts are further implemented to interoperate
with the network management tools to establish isolated virtual networks across
multiple data centers.

automated replication (“snapshotting”) of virtual server images for virtual server

creation

automated up—down scaling of virtual servers according to usage thresholds to
enable live VM migration among physical servers

an API for the creation and management of virtual servers and virtual storage
devices

an API for the creation of network access control rules
an API for the up—down scaling of virtual IT resources

an API for the migration and replication of virtual IT resources across multiple
data centers

interoperation with a single sign-on mechanism through an LDAP interface

12.3 SLA Management System

The SLA management system mechanism represents a range of commercially available
cloud management products that provide features pertaining to the administration, col-

lection, storage, reporting, and runtime notification of SLA data (Figure 12.7).

Figure 12.7
An SLA management system encompassing an SLA

manager and QoS measurements repository.

SLA
manager

quality-of-service
measurements
repository

SLA management
system
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An SLA management system deployment will generally include a repository used
to store and retrieve collected SLA data based on predefined metrics and reporting
parameters. It will further rely on one or more SLA monitor mechanisms to collect the
SLA data that can then be made available in near-realtime to usage and administration
portals to provide ongoing feedback regarding active cloud services (Figure 12.8). The
metrics monitored for individual cloud services are aligned with the SLA guarantees in
the corresponding cloud provisioning contracts.

SLA
management
system

remote @
usage and administration
administration system SLA _@_
portal manager

_@

| cloud resource
administrator

cloud resource

uality-of-service
administrator g y

@ measurements
repository
SLA
monitor
agent

loud
@ \\4 s(;rcz/Lilce

cloud service
consumer

Figure 12.8

A cloud service consumer interacts with a cloud service (1). An SLA monitor intercepts the exchanged messages, evaluates
the interaction, and collects relevant runtime data in relation to quality-of-service guarantees defined in the cloud service’s
SLA (2A). The data collected is stored in a repository (2B) that is part of the SLA management system (3). Queries can be
issued and reports can be generated for an external cloud resource administrator via a usage and administration portal (4) or
for an internal cloud resource administrator via the SLA management system’s native user interface (5).
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CASE STUDY EXAMPLE

DTGOV implements an SLA management system that interoperates with its existing
VIM. This integration allows DTGOV cloud resource administrators to monitor the
availability of a range of hosted IT resources via SLA monitors.

DTGOV works with the SLA management system’s report design features to create
the following predefined reports that are made available via custom dashboards:

o Per-Data Center Availability Dashboard — Publicly accessible through DTGOV’s
corporate cloud portal, this dashboard shows the overall operational conditions
of each group of IT resources at each data center, in realtime.

o Per-Cloud Consumer Availability Dashboard — This dashboard displays realtime
operational conditions of individual IT resources. Information about each IT
resource can only be accessed by the cloud provider and the cloud consumer
leasing or owning the IT resource.

o Per-Cloud Consumer SLA Report — This report consolidates and summarizes SLA
statistics for cloud consumer IT resources, including downtimes and other time-
stamped SLA events.

The SLA events generated by the SLA monitors represent the status and performance
of physical and virtual IT resources that are controlled by the virtualization plat-
form. The SLA management system interoperates with the network management
tools through a custom-designed SNMP software agent that receives the SLA event
notifications.

The SLA management system also interacts with the VIM through its proprietary
API to associate each network SLA event with the affected virtual IT resource. The
system includes a proprietary database used to store SLA events (such as virtual
server and network downtimes).

The SLA management system exposes a REST API that DTGOV uses to interface
with its central remote administration system. The proprietary API has a component
service implementation that can be used for batch processing with the billing man-
agement system. DTGOV utilizes this to periodically provide downtime data that
translates into credit applied to cloud consumer usage fees.
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12.4 Billing Management System

The billing management system mechanism is dedicated to the collection and processing
of usage data as it pertains to cloud provider accounting and cloud consumer billing.
Specifically, the billing management system relies on pay-per-use monitors to gather
runtime usage data that is stored in a repository that the system components then draw
from for billing, reporting, and invoicing purposes (Figures 12.9 and 12.10).

Figure 12.9
A billing management system comprised of a
pricing and contract manager and a pay-per-use pricing and
measurements repository. contract
manager
I
pay-per-use
measurements
repository

billing management
system

The billing management system allows for the definition of different pricing policies, as
well as custom pricing models on a per-cloud-consumer and/or per-IT-resource basis.
Pricing models can vary from the traditional pay-per-use models, to flat-rate or pay-per-
allocation models, or combinations thereof.

Billing arrangements can be based on pre-usage and post-usage payments. The latter
type can include predefined limits or it can be set up (with the mutual agreement of the
cloud consumer) to allow for unlimited usage (and, consequently, no limit on subse-
quent billing). When limits are established, they are usually in the form of usage quotas.
When quotas are exceeded, the billing management system can block further usage
requests by cloud consumers.
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Figure 12.10

A cloud service consumer exchanges messages with a cloud service (1). A pay-per-use monitor keeps track
of the usage and collects data relevant to billing (2A), which is forwarded to a repository that is part of the
billing management system (2B). The system periodically calculates the consolidated cloud service usage
fees and generates an invoice for the cloud consumer (3). The invoice may be provided to the cloud consumer

through the usage and administration portal (4).
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CASE STUDY EXAMPLE

DTGOV decides to establish a billing management system that enables them to cre-
ate invoices for custom-defined billable events, such as subscriptions and IT resource
volume usage. The billing management system is customized with the necessary
events and pricing scheme metadata.

It includes the following two corresponding proprietary databases:
e billable event repository
® pricing scheme repository

Usage events are collected from pay-per-use monitors that are implemented as exten-
sions to the VIM platform. Thin-granularity usage events, such as virtual server
starting, stopping, up—down scaling, and decommissioning, are stored in a reposi-
tory managed by the VIM platform.

The pay-per-use monitors further regularly supply the billing management system
with the appropriate billable events. A standard pricing model is applied to most
cloud consumer contracts, although it can be customized when special terms are
negotiated.
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versus on-premise I'T resource in private
clouds, 76
usage cost metrics, 485-489
cloud-based security group mechanism
(security), 280-283
cloud broker (role), 53-54
cloud bursting architecture, 358-359
ATN case study, 368-369
cloud carrier (role), 57
selection, 89
Cloud Certified Professional (CCP)
program, 9
cloud characteristics, 59-62
elasticity, 60
measured usage, 62
multitenancy, 60-61
on-demand usage, 59
resiliency, 62-63
resource pooling, 60-61
ubiquitous access, 60
cloud computing, 2,25-26
business drivers, 26-28
containerization and, 117
goals and benefits, 39-43
history, 24-25
risks and challenges, 44-49
technology innovations, 28-32
terminology, 32-39
cloud consumer (role), 35, 39, 52-53
compliance and legal issues, 49
governance control, 46-47
perspective in cloud delivery models,
471-475
shared security responsibility model, 44-4S
cloud-controller-manager, 540
cloud delivery models, 62-73
cloud consumer perspective, 471-475
cloud provider perspective, 460-470
combining, 68-71
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comparing, 67-68
Iaa$ (Infrastructure-as-a-Service), 64
Paa$ (Platform-as-a-Service), 64-66
Saa$ (Software-as-a-Service), 6667
submodels, 72-73
cloud deployment models, 74-78
hybrid, 77-78
multicloud, 77
private, 74-76
public, 74
Cloud Infrastructure Entitlement
Management (CIEM), 310
cloud mechanisms. See mechanisms
cloud-native delivery submodel, 73
cloud provider (role), 35, 52
compliance and legal issues, 49
governance control, 46-47
perspective in cloud delivery models,
460-470
portability, 48
selection, 89
shared security responsibility model, 44-45
cloud resource administrator (role), 55-57
Cloud Security Posture Management
(CSPM), 310
cloud service, 37-39
lifecycle phases, 489-490
cloud service consumer (role), 39
cloud service owner (role), 54-55
cloud service usage cost metrics, 488-489
cloud storage device mechanism
(infrastructure), 207-213
in distributed data sovereignty
architecture, 394
in multipath resource access
architecture, 435
in resilient disaster recovery
architecture, 393
in storage maintenance window architecture,
441-448
usage cost metrics, 488
in virtual private cloud architecture, 413
cloud storage gateway, 264
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cloud usage monitor mechanism
(infrastructure), 214-219
in cross-storage device vertical tiering
architecture, 429
in direct I/O access architecture, 418
in direct LUN access architecture, 421
in dynamic scaling architecture, 353
in elastic disk provisioning architecture, 362
in elastic network capacity architecture, 423
in elastic resource capacity architecture, 354
in load balanced virtual switches
architecture, 433
in nondisruptive service relocation
architecture, 387
in resource pooling architecture, 350
in resource reservation architecture, 399
in service load balancing architecture, 358
in storage workload management
architecture, 411
in workload distribution architecture, 345
in zero downtime architecture, 389
Cloud Workflow Protection Platforms
(CWPP), 310
cluster
container, 133
database, 259
HA (high availability), 261
host, 124
Kubernetes, 538-539
large dataset, 259
load balanced, 261
resource, 259-263
server, 259
clustering, 28
NoSQL, 96-98
Communication as a Service, 73
completion time metric, 509
compliance and legal issues, 49
computational grid, 28
computing hardware, 92-93
confidentiality (characteristic), 160, 272
configuration management, 137
connectionless packet switching (datagram
networks), 82-83

container, 121
build file, 149-150
clusters, 133
deployment, 137
deployment file, 134
engine, 121-122
orchestrator, 136-139
package manager, 134, 139
runtime (Kubernetes), 537-538
container image, 121, 145-152
abstraction, 147-148
basic, 145
build files, 149-150
customized, 145, 151-152
immutability, 147
types and roles, 145-146
container network, 125, 139-143
addresses, 142-143
scope, 140-142
container runtime interface (CRI), 537
containers and containerization, 31, 33,
103,226
attack, 174-175
benefits, 127-128
characteristics, 145
Docker, 528-534
history, 116-117
hosting, 129-130
instances, 133
Kubernetes, 534-541
multi-container types, 152-157
orchestration, 136-139
package management, 133-136, 139
on physical servers, 125
pod, 130-132
rich containers, 144
risks and challenges, 128-129
terminology, 117-125
onvirtual servers, 126-127
content-aware distribution, 234
contracts, 189-190
control groups (Docker), 532
control plane, 122, 539-541
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cost(s)
archiving, 495
of capital, 481
integration, 481
locked-in, 482
management of, 489-495
ongoing, 481
overruns, 49
proportional, 40-42, 60
reduction, 26-27
sunk, 481
up-front, 480
CPU pool, 347
credential management, 299
CRI (container runtime interface), 537
cross-storage device vertical tiering
architecture, 424-429
crypto jacking, 176
cryptography, 271-274
CSPM (Cloud Security Posture
Management), 310
customized container image, 145, 151-152
CWPP (Cloud Workflow Protection
Platforms), 310
cyber activists, 165
cyber attack, 164
cyber criminals, 165
cyber threat, 164
cybersecurity threats, 46

D
daemon (Docker), 529
data backup and recovery system mechanism
(security), 320-322
data block, 208
data breach, 164
data center, 89-99
autonomic computing, 91
component redundancy, availability, 91
facilities, 92
hardware, 92-95
computing, 92-93
network, 94-95
storage, 93-94
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TaaS-based IT resources, 461-462
NoSQL clustering, 96-98
persistence, 467
remote operation and management, 91
security awareness, 92
serverless environments, 95-96
standardization and modularity, 90
technical and business considerations,
98-99
virtualization, 89-90
dataleak, 164
data loss prevention (DLP) system mechanism
(security), 317-318
dataloss protection monitor mechanism
(security), 323-324
data normalization, 210-211
data-oriented security mechanisms.
See mechanisms
data storage, 210-211, 463
non-relational (NoSQL), 210-211
relational, 210
database
cluster, 259
state management, 265-267
storage interface, 210-211
Database as a Service, 72
datagram networks (connectionless packet
switching), 82-83
decryption, digital virus scanning and
decryption system, 313
delivery models, 62-73
denial of service (DoS), 169-170
deployment data store, 403
deployment models, 74-78
deployment optimizer, 134-135
design constraints, REST, 108
Desktop as a Service, 73
The Digital Enterprise (newsletter), 9
digital signature mechanism (security),
276-279
in PKI (public key infrastructure), 284-286
digital virus scanning and decryption system
mechanism (security), 312-315
direct I/O access architecture, 417-418
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direct LUN access architecture, 419-421
disaster recovery, 391-393
DLP (dataloss prevention) system mechanism
(security), 317-318
Docker, 528-534
client, 529-530
daemon, 529
objects, 532-533
orchestration, 533
registry, 530-531
server, 528-529
Docker Pull command, 531
Docker Push command, 531
Docker Run command, 531
Docker Swarm, §33-534
DoS (denial of service), 169-170
DTGOV case study. See case study examples
dynamic data normalization architecture,
421-422
dynamic failure detection and recovery
architecture, 399-402, 469
dynamic horizontal scaling, 351
dynamic IDS (intrusion detection system), 302
dynamic malicious code analysis, 316
dynamic relocation, 351
dynamic scalability architecture, 350-353
dynamic vertical scaling, 351

eavesdropping, traffic, 168
edge computing architecture, 449-450
Elastic Compute Cloud (EC2) services, 25
elastic disk provisioning architecture, 359-362
elastic network capacity architecture, 423-424
elastic resource capacity architecture,
353-355,470
elasticity (cloud characteristic), 60
encryption mechanism (security), 271-274
asymmetric, 272-273
symmetric, 272
enterprise service bus (ESB) platform, 110
etcd service, 539
event triggers, 464, 467
exploit (IT security), 163
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F
failover system mechanism (specialized),
249-258
active-active, 249-251
active-passive, 252-254
in dynamic failure detection
architecture, 402
in redundant physical connection for virtual
servers architecture, 441
in zero downtime architecture, 388-389
failure conditions, 464, 467
fast data replication mechanisms, 93
federated cloud application architecture,
454-455
firewall mechanism (security), 292-293
flawed implementations (IT security), 188
fog computing architecture, 450-451

G

gateway
cloud storage, 264
mobile device, 264
XML, 264
governance control, 46-47
grid computing, 28-29
guest operating system, 30, 118

H
HA (high availability), 506

cluster, 124,261
hard disk arrays, 93
hardened virtual server image mechanism

(security), 290-291

hardware

computing, 92-93

independence, 99

network, 94-95

obsolescence, 98

storage, 93-94

virtualization compatibility, 104
hardware-based virtualization, 102-103
hashing mechanism (security), 274-276
health monitoring, 137
heartbeats, 373
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high availability. See HA (high availability)
history
cloud computing, 24-25
containers and containerization, 116-117
horizontal scaling, 36
host (physical server), 30, 35, 122-124,
129-130
host cluster, 124
host network, 125, 140
host operating system, 100
hot-swappable hard disks, 93
HTIIPS, 273
hybrid cloud, 77-78
hypervisor clustering architecture, 373-378
hypervisor mechanism, 31, 102-103, 119,
205-207
in dynamic scaling architecture, 353
in elastic network capacity architecture, 424
in hypervisor clustering architecture, 373
in load balanced virtual switches
architecture, 433
in multipath resource access
architecture, 435
in persistent virtual network configuration
architecture, 438
in redundant physical connection for virtual
servers architecture, 441
in resilient disaster recovery
architecture, 392
in resource pooling architecture, 350
in resource reservation architecture, 399
in virtual private cloud architecture, 413
in workload distribution architecture, 346
in zero downtime architecture, 389

IaaS (Infrastructure-as-a-Service), 64
cloud consumer perspective of, 471-473
cloud provider perspective of, 460-464
in combination with PaaS, 68-70
in combination with Paa$ and Saa$, 71
in comparison with Saa$S and Paa$, 67-68
pricing models, 492
submodels, 72-73
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identifiers
behavioral, 295
physiological, 295
identity and access management (IAM)
mechanism (security), 298-301
IDS (intrusion detection system) mechanism
(security), 301-302
images, 118
container, 121, 145-152
Docker, 532
immutability of container images, 147
inbound network usage cost metric, 485-486
Innovartus Technologies Inc. case study. See
case study examples
insider threat, 177
instance starting time metric, 509
instances of containers, 133
insufficient authorization, 171-172
Integration as a Service, 73
integration costs, 481
integrity (IT security), 161
intelligent automation engine, 353
Internet
architecture, 80—-89
versus cloud, 32-33
service provider (ISP), 80-82
internetworks (Internet), 80
intra-cloud WAN usage metric, 486
intra-storage device vertical data tiering
architecture, 429-431
intruders, 165
intrusion detection system (IDS) mechanism
(security), 301-302
I/0
caching, 93
data transferred metric, 488
ISP (Internet service provider), 80-82
IT resource, 33-35
cloud-based versus on-premise, 84—89
costs, 480-48S5
provisioning considerations
of IaaS environments, 472473
of Paa$ environments, 474—475
virtualization, 99-105
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K
kernel, 147-148
kube-apiserver, 539
kube-controller-manager, 540
kube-proxy, 536
kube-scheduler, 539
kubelet, 536
Kubernetes, 534-541
cluster, 538-539
container runtime, 537-538
control plane, 539-541
kube-proxy, 536
kubelet, 536
node, 534-535
pod, 535
Kubernetes API, 539

L
lag strategy (capacity planning), 29
LAN fabric, 95
large dataset cluster, 259
latency, 87-88
layers (container images), 149-150
lead strategy (capacity planning), 29
legal issues, 49
live storage migration, 441
live VM migration, 374
load balanced cluster, 124, 261
load balanced virtual server instances
architecture, 380-383
load balanced virtual switches architecture,
432-433
load balancer mechanism (specialized),
234-236
inload balanced virtual server instances
architecture, 383
inload balanced virtual switches
architecture, 433
in service load balancing architecture,
355-357
in storage workload management
architecture, 411
in workload distribution architecture, 345
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load balancing, 137
location-based authentication, 298
locked-in costs, 482
logical network perimeter mechanism
(infrastructure), 59, 196-197
in direct I/O access architecture, 418
in elastic network capacity architecture, 424
in hypervisor clustering architecture, 374
in load balanced virtual server instances
architecture, 383
in load balanced virtual switches
architecture, 433
in multipath resource access
architecture, 435
in persistent virtual network configuration
architecture, 438
in redundant physical connection for virtual
servers architecture, 441
in resource pooling architecture, 350
in resource reservation architecture, 399
in storage workload management
architecture, 411
in virtual server clustering architecture, 380
in workload distribution architecture, 346
in zero downtime architecture, 389
logical pod container, 122
LUN (logical unit number), 363
in direct LUN access architecture, 419-421
migration, 406

M

malicious code analysis system mechanism
(security), 315-316

malicious insider, 167, 177

malicious intermediary threat, 168-169

malicious service agent, 167

malicious software, 175-177

malicious tenant, 167

malicious users, 165

malware, 175-177

management plane, 122

match strategy (capacity planning), 29

mean time between failures (MTBF)
metric, 507
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mean time system recovery (MTSR)
metric, 512
mean time to switchover (MTSO) metric, 511
measured usage (cloud characteristic), 62
mechanisms
access-oriented security, 270-310
authentication log monitor, 309
biometric scanner, 295-296
cloud-based security groups, 280-283
digital signature, 276-279
encryption, 271-274
firewall, 292-293
hardened virtual server images, 290291
hashing, 274-276
identity and access management (IAM),
298-301
intrusion detection system (IDS), 301-302
multi-factor authentication (MFA) system,
297-298
network intrusion monitor, 308
penetration testing tool, 302-304
public key infrastructure (PKI), 284-286
single sign-on (SSO), 287-289
third-party software update utility,
306-308
user behavior analytics (UBA) system,
304-305
virtual private network (VPN), 293-294
VPN monitor, 309-310
data-oriented security, 312-324
activity log monitor, 322
data backup and recovery system, 320-322
data loss prevention (DLP) system,
317-318
data loss protection monitor, 323-324
digital virus scanning and decryption
system, 312-31§
malicious code analysis system, 315-316
traffic monitor, 323
trusted platform module (TPM), 319-320
infrastructure, 196-226
cloud storage device, 207-213
cloud usage monitor, 214-219
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hypervisor, 205-207
logical network perimeter, 196-197
ready-made environment, 224-226
resource replication, 220-223
virtual server, 200-204
management, 326-339
billing management system, 337-339
remote administration system, 326-331
resource management system, 331-334
SLA management system, 334-336
specialized, 228-267
audit monitor, 247-248
automated scaling listener, 228-233
failover system, 249-258
load balancer, 234-236
multi-device broker, 263-265
pay-per-use monitor, 242-246
resource cluster, 259-263
SLA monitor, 236-242
state management database, 265-267

message digest, 274
metacloud architecture, 453-454
metrics

application subscription duration, 488-489

availability rate, 505-506

business cost, 480-485

completion time, 509

on-demand storage space allocation, 488

on-demand virtual machine instance
allocation, 487

inbound network usage cost, 485-486

instance starting time, S09

intra-cloud WAN usage, 486

I/0 data transferred, 488

mean time between failures (MTBF), 507

mean time system recovery (MTSR), 512

mean time to switchover (MTSO), 511

network capacity, 508

network usage cost, 485-486

number of nominated users, 489

number of transactions users, 489

outage duration, 506

outbound network usage, 486
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reserved virtual machine instance
allocation, 487
response time, S09
server capacity, 508
service performance, 507-509
service quality, 504-513
service reliability, S07
service resiliency, 511-512
service scalability, 509-510
storage device capacity, 508
usage cost, 485-489
Web application capacity, S08-509
MFA (multi-factor authentication) system
mechanism (security), 297-298
middleware, service, 110
middleware platforms, 110
enterprise service bus (ESB), 110
orchestration, 110
migration
live storage migration, 441
live VM, 374
LUN, 406
virtual server, 383-387
mobile device gateway, 264
model
“as-a-service” usage, 42
delivery, 62-73, 476-477
deployment, 74-78, 471-475
pricing, 491-493,496-501
shared security responsibility, 44-45
monitor
audit, 247-248
cloud usage, 214-219
IaaS-based IT resources, 463-464
PaaS environments, 467
pay-per-use, 242-246
SLA, 236-242
monitoring agent, 214
MTBF (mean time between failures)
metric, 507
MTSO (mean time to switchover) metric, 511
MTSR (mean time system recovery)
metric, 512
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multicloud, 77
architectures, 365-367
cost management, 493-495
multi-container types, 152-157
multi-device broker mechanism (specialized),
263-265
multi-factor authentication (MFA) system
mechanism (security), 297-298
multimodal biometric scanners, 295
multipath resource access architecture,
434-436
multitenancy, 60-61
and resource pooling, 60-61
versus virtualization, 107
multitenant application, 105-107

N
namespaces (Docker), 532
NAS (network-attached storage), 94
NAS gateway, 95
negligent insider, 177
nested virtualization, 124
network
addresses, 142-143
broadband, 80-89
container, 125, 139-143
hardware, 94-95
host, 125, 140
orchestration, 137
overlay, 125, 140
pool, 347
storage interface, 208-209
usage cost, PaaS environments, 467
virtualization, 30
network-attached storage (NAS), 94
network capacity
in elastic network capacity architecture,
423-424
metric, SO8
network intrusion monitor mechanism
(security), 308
NIST Cloud Reference Architecture, 25-26
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node, 122, 124
Kubernetes, 534-535
nondisruptive service relocation architecture,
383-387
normalization, data, 210-211
NoSQL clustering, 96-98
NoSQL (non-relational) data storage, 210-211
number of nominated users metric, 489
number of transactions users metric, 489

o
object storage interface, 209
objects (Docker), 532-533
on-demand storage space allocation
metric, 488
on-demand usage (cloud characteristic), 59
on-demand virtual machine instance
allocation metric, 487
ongoing cost, 481
on-premise IT resource, 35
versus cloud-based IT resource, 480-485
in private cloud, 76
operating system
abstraction, 147-148
baseline, 403
terminology, 117
virtualization, 100-102
orchestration
container, 136-139
Docker, 533
platform, 110
organizational boundary, 57-58
outage duration metric, 506
outbound network usage metric, 486
overlapping trust boundaries, 173-174
overlay network, 125, 140

P

Paa$ (Platform-as-a-Service), 64-66
cloud consumer perspective, 473-475
cloud provider perspective, 464467
combination with [aaS, 68-70
combination with IaaS and SaaS$, 71
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comparison with IaaS and Saa$, 67-68
pricing models, 492
submodels, 72-73
package, 133-134
management, 133-136, 139
repository, 134
passive IDS (intrusion detection system), 302
pay-per-use monitor mechanism (specialized),
242-246
in cross-storage device vertical tiering
architecture, 429
in direct I/O access architecture, 418
in direct LUN access architecture, 421
in dynamic scaling architecture, 353
in elastic network capacity architecture, 424
in elastic resource capacity architecture, 354
in nondisruptive service relocation
architecture, 387
in resource pooling architecture, 350
penetration testing tool mechanism (security),
302-304
performance overhead (virtualization), 104
persistent virtual network configuration
architecture, 436-438
phishing, 178
physical host, 30, 35
physical network, 84
physical RAM pool, 347
physical server, 118,125
physical server pool, 346
physiological identifiers, 295
PKI (public key infrastructure) mechanism
(security), 284-286
plaintext, 271
pod, 122, 130-132
Kubernetes, 535
polling agent, 215-216
pool (resource), 346-349
CPU, 347
network, 347
physical RAM, 347
physical server, 346
storage, 346
virtual server, 346
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portability

cloud provider, 48

virtualization solution, 104-105
portal

self-service, 327

usage and administration, 327
power, virtualization, 30
pricing models, 491-493

DTGOV case study, 496-501
private cloud, 74-76
privilege escalation, 181
Process as a Service, 73
proportional costs, 40-42, 60
public cloud, 74
public key cryptography, 272
public key identification, 284
public key infrastructure (PKI) mechanism

(security), 284-286

Q
quality of service (QoS), 504-513. See also SLA
(service-level agreement)

R

ransomware, 176
rapid provisioning architecture, 402-405
ready-made environment mechanism
(infrastructure), 224-226, 467
reduction, cost, 26-27
redundant physical connection for virtual
servers architecture, 439-441
redundant storage architecture, 363-365
registry (Docker), 530-531
relational data storage, 210
reliability (characteristic)
TaaS-based IT resources, 463
IT resource, 43
PaaS$ environments, 465-466
reliability rate metric, 507
remote administration system mechanism
(management), 326-331, 350
remote code execution, 182-183
replicas, 133
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resiliency (cloud characteristic), 62-63
resilient disaster recovery architecture,
391-393
resilient watchdog system, 399-402
resource agent, 215
resource cluster mechanism (specialized),
259-263
in service load balancing architecture, 358
in workload distribution architecture, 346
in zero downtime architecture, 389
resource constraints, 395
resource management system mechanism
(management), 331-334, 350
resource pool, 346-349
resource pooling architecture, 346-350
resource pooling (multitenancy), 60-61
resource replication mechanism
(infrastructure), 220-223
in direct I/O access architecture, 418
in direct LUN access architecture, 421
in elastic disk provisioning architecture, 362
in elastic network capacity architecture, 424
in elastic resource capacity architecture, 354
in hypervisor clustering architecture, 374
inload balanced virtual server instances
architecture, 383
inload balanced virtual switches
architecture, 433
in multipath resource access
architecture, 435
in nondisruptive service relocation
architecture, 387
in persistent virtual network configuration
architecture, 438
in redundant physical connection for virtual
servers architecture, 441
in resource pooling architecture, 350
in resource reservation architecture, 399
in service load balancing architecture, 358
in storage maintenance window
architecture, 448
in virtual server clustering architecture, 380
in workload distribution architecture, 346
in zero downtime architecture, 389
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resource replication, virtualization, 100
resource reservation architecture, 395-399
resources, website, 8
response time metric, 509
responsiveness (characteristic), [T
resource, 40
REST design constraints, 108
REST service, 107-108
rich containers, 144
risk (IT security), 163
risk assessment, 190
risk-based authentication, 298
risk control, 190
risk management, 190-191
risk treatment, 190
rogue antivirus, 176
roles, 52-57
cloud auditor, 57
cloud broker, 53-54
cloud carrier, 57
cloud consumer, 52-53
cloud provider, 52
cloud resource administrator, 55-57
cloud service owner, 54-55
router-based interconnectivity, 83-84
RPC, Web-based, 111
runtime, 117

S

Saa$ (Software-as-a-Service), 6667
cloud consumer perspective, 475
cloud provider perspective, 467-470
combination with IaaS and PaaS$, 71
comparison with PaaS and IaaS, 67-68
pricing models, 492
submodels, 72-73

SAN (storage area network), 94

SAN fabric, 95

SASE (Secure Access Service Edge), 310

scalability
cloud-based IT resource, 42—43
IaaS-based IT resources, 463
PaaS$ environments, 465-466
supported by multitenant applications, 106
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scaling, 36-37
cluster, 124
container, 137
horizontal, 36
vertical, 36-37
scheduling, 135
scope, container network, 140-142
secret key cryptography, 272
Secure Access Service Edge (SASE), 310
secure sockets layer (SSL), 273
secure VPN (virtual private network), 294
security
ATN case study, 191-192
breach, 164
controls, 162
cybersecurity threats, 46
TaaS-based IT resources, 464
mechanisms, 163. See also mechanisms
PaaS$ environments, 467
SaaS environments, 470
shared responsibility model, 44-45
terminology, 160-163
Security as a Service, 72
security policy, 163
disparity, 188-189
self-service portal, 327
sequence logger, 403
sequence manager, 403
server
capacity metric, 508
cluster, 259
consolidation, 99
Docker, 528-529
host, 122
images, 403
physical, 118, 125
scalability (horizontal) metric, S10
scalability (vertical) metric, 510
usage, 487
virtual, 118-119, 126-127
virtual (physical host), 35
virtualization, 200-204
serverless environments, 31-32,95-96
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service, 107-111
agent, 110
discovery, 137
Docker, 532
middleware, 110
REST, 107-108
Web, 108-109
Web-based, 107
service agent, 110
malicious, 167
service availability metrics, 505-506
service-level agreement. See SLA (service-level
agreement)
service load balancing architecture,
355-358,469
service performance metrics, 507-509
service quality metrics, 504-513
service reliability metrics, 507
service resiliency metrics, S11-512
service scalability metrics, 509-510
shared security responsibility model, 44-45
sidecar container, 152-153
Simple Object Access Protocol (SOAP),
108-109
single sign-on (SSO) mechanism (security),
287-289
SLA (service-level agreement), 38-39, 504
DTGOV case study, 516-518
guidelines, 513-515
SLA management system mechanism
(management), 334-336
in dynamic failure detection
architecture, 402
in nondisruptive service relocation
architecture, 387
SLA monitor mechanism (specialized),
236-242
in dynamic failure detection
architecture, 402
in nondisruptive service relocation
architecture, 387
snapshotting, 93, 461
SOAP, 108-109
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SOAP-based Web service, 108-109
social engineering, 178
software, virtualization (hypervisor), 102-103,
205-207
Software-as-a-Service. See Saa$
(Software-as-a-Service)
spyware, 176
SQL (Structured Query Language), 184
SQL injection, 183-184
SSL (secure sockets layer), 273
SSO (single sign-on) mechanism (security),
287-289
state management database mechanism
(specialized), 265-267
state-sponsored attackers, 165
static malicious code analysis, 316
storage
hardware, 93-94
live migration, 441
pool, 346
replication, 364
virtualization, 30, 93
storage area network (SAN), 94
Storage as a Service, 72
storage device, 207-213
capacity metric, 508
levels, 208
usage, 488
storage interface
database, 210-211
network, 208-209
object, 209
storage maintenance window architecture, 470
storage orchestration, 137
storage replication mechanism, in distributed
data sovereignty architecture, 394
storage service gateway, 363
storage workload management architecture,
406-411
Structured Query Language (SQL), 184
sunk costs, 481
symmetric encryption (security
mechanism), 272
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T

tenant application functional module, 470
tenant subscription period, 470
Testing as a Service, 73
third-party software update utility mechanism
(security), 306-308
threat, 164
advanced persistent threat (APT), 185-187
botnet, 178-180
brute force, 182
DoS (denial of service), 169-170
insider, 177
insufficient authorization, 171-172
landscape, 164
malicious intermediary, 168-169
malware, 175-177
overlapping trust boundaries, 173-174
phishing, 178
privilege escalation, 181
remote code execution, 182-183
social engineering, 178
SQL injection, 183-184
terminology, 163-165
traffic eavesdropping, 168
tunneling, 184-185
virtualization attack, 172-173
threat agent, 165-167
anonymous attacker, 166
malicious insider, 167
malicious service, 167
trusted attacker, 167
TLS (transport layer security), 273
TPM (trusted platform module) mechanism
(security), 319-320
traffic eavesdropping, 168
traffic monitor mechanism (security), 323
transport layer protocol, 84
transport layer security (TLS), 273
Trojan, 176
trust boundary, 58
overlapping, 44, 173-174
trusted attacker, 167
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trusted platform module (TPM) mechanism
(security), 319-320

trusted VPN (virtual private network), 294

tunneling, 184-185

(§)

UBA (user behavior analytics) system
mechanism (security), 304-305
ubiquitous access (cloud characteristic), 60
UDDI (Universal Description, Discovery, and
Integration), 109
union file system, 149, 532-533
up-front costs, 480
usage and administration portal, 327
usage cost metrics, 485-489
cloud service, 488-489
cloud storage device, 488
inbound network, 485-486
network, 485-486
server, 487
user behavior analytics (UBA) system
mechanism (security), 304-305
user management, 299
utility computing, 24

Vv

vertical scaling, 36-37

VIM (virtual infrastructure manager),
104, 331

virtual data abstraction architecture, 452-453
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